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IV. STATEMENT OF RELEVANT FACTS

Cero

1. Cero is a country with a population of approximately 50 million people, which has
recorded its highest-ever economic growth in 2022 and became the first ‘high income’
nation in its region. Cero’s successful technology and arms manufacturing industries

are widely credited for this rapid economic growth.*

2. Cero’s Constitution recognises the right to freedom of expression (Article 9) and sets
out when a restriction is permissible: if it is provided by law and necessary for: respect
the rights or reputations of others; protection of public order or public health; or

protecting national, regional, or international peace and security.

3. The Constitution also sets out duties and responsibilities for everyone — meaning both
legal and natural persons (Article 20) — towards their family and society, the state, and
the international community (Article 19). The Constitution also provides remedies for
the infringement of constitutional rights (Article 21) and compliance with international

law (Article 22).2

4. In 2018, Cero enacted the Digital Safety Act to, among other objectives, regulate the
use of social media and the offering of social media services within Cero. Digital Safety
Act defines an offence for encouraging others on any digital device or social media
platform to commit, prepare, or instigate acts of terrorism and specifies its liability

system and penalties that can be imposed (Section 28).® The Digital Safety Act also

L Compromis 1.
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establishes the Digital Regulatory Commission, which is empowered to monitor and
receive complaints on the possible violations of Digital Safety Act and is authorised
to prepare a report, and then forward it to the law enforcement authorities for
appropriate legal action (Section 77).* Digital Safety Act determines ‘terrorism’ and

‘glorification’ too (Section 100).°

OneAl

5. Cero is home to OneAl, a technology company that has developed some of the most
sophisticated Al programs in the world. On 1 January 2022, OneAl launched a beta-
version of a new opensource Al tool called RMSM (‘run-my-social-media’), which is
designed to automatically generate content on behalf of its user and can be plugged into

social media.®

6. The RMSM tool requires training through several steps. First, it requires the user to
answer 40 questions related to the user’s habits, preferences, economic, social and
political views, and cultural background. Then, for a three-month period, the tool
monitors and analyses the user’s social media activity. Finally, it makes post-
suggestions to the user. At the beta stage, the content is posted only if the user approves
the content. However, the RMSM tool does not prevent a user from posting directly;
when such posts are made, it continues to learn from the user’s behaviour.” Approved

suggested contents appear on social media with a ‘suggested’ label, but the user can
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deselect this option.® A ‘settings’ button on the RMSM application permits a user to
control the frequency themes and topics on which the user would like RMSM to make
and schedule ‘suggestions’. A user can deselect this option, choosing not to label
‘suggested’ content as such. In late 2021, after two years of negotiating, OneAl entered
into agreements with all the major tech companies to permit this beta version of RMSM
to be used on their platforms as a plug-in. OneAl demonstrated that 99.3% of its Al-
generated content complied with the relevant community standards of the platform on
which the content was posted and claimed that this percentage would improve to 100%
when it launched its market version. RMSM beta-version was launched on 1 January
2022 and became popular on 1 December 2022, OneAl announced the launch of the
market version on 1 January 2023, with a USD 9.99 / month payment, 80% of 1M beta

users subscribed to paid service.®

7. Inthe market version, the RMSM tool is able to autogenerate content and post it without
prior approval from the user; OneAl claimed that this content is 100% compliant with
the community standards of the social media platform. Users could access the RMSM
settings to control the frequency of ‘autogenerated’ content, list preferences for themes
and topics on which the user would like RMSM to produce ‘autogenerated’ content, and
schedule such content. Autogenerated content also has a label, but it can be opted out.
In summary, each user has three options: to select ‘suggested’ posts, or ‘autogenerated’

posts option, or to post directly.°
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Una

8. Unais a Cerovian model and social media influencer, Cero’s Most Influential Person in
2022, with 13 million Instagram (6 million is from Cero) and 4 million Facebook (2
million is from Cero) followers, who became popular from producing short videos on
fashion, culture, and tourist destinations in Cero. She has several endorsement contracts
with luxury brands. Una regularly posts on political issues such as women’s rights, and
LGBTQIA+, and she is a vocal critic of arms trade. She makes close to USD 200,000 /

month through her online engagements.

9. Una began using the RMSM beta version from its release — at that time, 40% of her
content was suggested by RMSM, Una opted out of the labelling. Then, on 1 January
2023, she subscribed to the market version, and on 15 January, she decided to select the
‘autogenerate’ option. She added themes such as ‘fashion’, ‘luxury’, ‘Women’s rights’,
‘LGBTQIA+’, ‘Anti-war’ and ‘Anti-guns’ to her preferences. She also opted out
labelling, so her followers could not differentiate between her own posts and the

autogenerated contents.*2

10. Over the next few months, Una closely monitored the ‘autogenerated’ posts on her
social media feeds and was satisfied that they captured her preferences. She scheduled
one ‘autogenerated’ post on Instagram at 9.00 AM every day and one ‘autogenerated’
post on Facebook at 11.00 AM every day. The ‘autogenerated’ posts ensured that Una’s

Instagram feed was regularly featuring the hotel and its facilities.*®
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Enos

11.

12.

13.

Enos is a low-income country with a population of approximately 20 million and shares
a border with Cero. Since 2012 Enos has experienced a brutal armed conflict between
the Enosian military and an armed rebel group (Enosian Liberation Army, ELA). The
Enosian government has described ELA as a ‘terrorist organisation’; on the contrary,
the rebels claim that they are ‘fighting for democracy’ and enjoy notable support —
according to a nationwide survey carried out in 2020 by Enos Polls 40% — among the

Enosian population.4

Additionally, the current government in Cero maintains good relations with the Enosian
government. In 2020, due to the Regional Defence Pact signed by the two counties,
Cero remained Enos’s largest supplier of defence technology and military equipment,
despite Cerovian habitants sympathising with ELA’s cause and ceasefire. In light of
these, Cero has not designated ELA as a terrorist organisation under its Counter-

Terrorism Act.?®

In early March 2023, the fighting intensified, and on 10 March, the rebels retreated to
the coastal Enosian town of Naut. Then they got surrounded by the Enosian military,
which began to use heavy artillery fire to force the rebels to surrender — most of these
weaponry were obtained from Cero.'® By mid-March, around 25,000 Enosian civilians
from Naut were trapped alongside the rebels. Reports, photographs and videos showing
dead and injured civilians circulated on social media. Supporters of ELA used this

handle to call on the international community to intervene and stop ‘war crimes’
y p
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perpetrated by the Enosian military. Conversely, the Enosian government maintained
that the military was adopting a ‘zero civilian casualty’ policy and that any collateral
damage to civilian targets was purely due to ELA’s policy of intermingling with

civilians and using civilians as ‘human shields’.%’

14. In parallel with all this, social media users in Cero called on the Cerovian government
to intervene and negotiate a ceasefire to end the ‘humanitarian crisis’. Some users also
criticised the Cerovian government for selling weapons to the Enosian government and

called them to cease all military ties with Enos.

15. On the morning of 14 March, Una posted a video of herself f on Instagram calling for a
ceasefire in Naut. Una used several hashtags. The post went viral, and some of those
who shared the post used the additional hashtag # &) Ela — this <@}’ emoji is often
associated with solidarity. Then, on 16 March, while the situation in Naut worsened,
Enos Rights Watch, a reputed non-governmental organisation based in Enos, claimed
that ‘unofficial estimates’ of the civilian death toll was around three thousand. The
report prompted another wave of social media posts in Cero, and some users began to
use the term ‘genocide’ to describe the crisis.'® Later that day, Una posted a picture of
herself on both Instagram and Facebook with the caption: ‘The genocide must stop!’

with several hashtags including # @ Ela. The post went viral and was shared by
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16.

thousands of followers using the same hashtags. None of Una’s content relating to Naut

was removed by Instagram or Facebook.?°

At 9.00 AM on 17 March 2023, the RMSM feature on Una’s Instagram handle

autogenerated and published a post with a picture of her and the caption: ‘Stop the
genocide! # Naut #StopArmingEnos # &) Ela’. Una reviewed this published post at

around 9.35 AM and retained it on her feed.?

The Controversial Post

17.

18.

Then, at 11.00 AM on 17 March, the RMSM feature on Una’s Facebook page

autogenerated and published the following post: ‘The genocide must stop! I stand in
solidarity with ELA. # Naut #StopArmingEnos # &) Ela’. While the Post was liked

and shared by many users, it also encountered some negative comments, as Some users
commented that Una was supporting ‘terrorists’. Una was not active on Facebook
between 10.45 AM and 12.15 PM because she travelled and had poor mobile phone
service reception. Then, at around 12.15 PM, Una reviewed the Post and deleted it due
to backlash. After that, Una did not post any further content on social media related to

the Enosian crisis.?

The next morning, Cero National Network reported that ‘unidentified saboteurs’ had
detonated a small bomb at a Cerovian weapons manufacturing facility close to the

border with Enos, causing an explosion at around 2.00 AM.%® Cerovian Ministry of
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Defence claimed that initial investigations pointed to ‘ELA sympathisers’ as the likely
perpetrators of the attack, on the contrary ELA denied responsibility for the attack. The
statement was carried on several independent news channels in Cero and was circulated

on social media.?*

19. By the end of May, the Enosian military overran ELA in Naut. Enosian government
claimed that ‘very few civilians were lost in the tactical operation’; however, according
to the statement of Enos Rights Watch, nearly five thousand civilians and four thousand
rebels had died during the operation. In mid-June, the United Nations Human Rights
Council adopted a resolution calling for an independent fact-finding mission led by the
Office of the High Commissioner for Human Rights to ‘inquire into civilian and
combatant deaths and the possible occurrence of war crimes during military operations
in Naut, Enos’. A vast majority of Council members voted in favour of the resolution,

Enos and Cero — both members of the Council — voted against the resolution.?®

Domestic legal proceedings

20. On the 18th and 19th March, the Digital Regulatory Commission received dozens of
complaints that Una has glorified terrorism, and some of them claimed that Una’s Post
was connected to the terrorist attack too. On the 20th, March Digital Safety Act
submitted a report to the Cerovian Criminal Investigation Department recommending

Una’s prosecution under section 28 of the Digital Safety Act.?®
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21. On the 21st of March, Una was summoned for inquiry, where she explained that she
had not intentionally posted the phrase: ‘I stand in solidarity with ELA’, which had
offended some users. Una claimed that her Post did not glorify terrorism in the first
place, it was not, in any event, generated by her, and she cannot be held liable for it. She
argued that the Al tool had overstepped the mark and that legal action should have been
taken against OneAl. Later that day, Una issued a short statement of sorry, the post was
autogenerated, and that she would take necessary legal actions against OneAl; however,
she has not done that since.?” No further information or statements were published until
then due to that the findings of a military commission of inquiry had been ‘classified on

the grounds of national security’.?

22. The next day, the Cerovian Criminal Investigation Department summoned OneAl; the
company maintained that the ‘#{@®Ela’ meant ‘solidarity with ELA’ and that the

autogenerated Post was entirely in line with Una’s previous content. In addition, it was
fully compliant with Facebook’s policy on ‘Dangerous Organisations and Individuals’

and was not flagged for any violation, including praising or glorifying terrorism.?°

23. On the 25th, the Cerovian Criminal Investigation Department decided to institute legal
action against both Una and OneAl in a joint prosecution under Section 28 of the Digital
Safety Act. Thereafter, both Una and OneAl immediately filed petitions to the
Constitutional Court of Cero, complaining that their freedom of expression was
violated. Moreover, Una claimed that prosecution was arbitrary, unfair and

unreasonable and was motivated by the government’s geopolitical and economic
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interests. OneAl claimed that it has the right to impart information and ideas via Al tools
and that the prosecution violated this right. However, the Constitutional Court of Cero

decided to hear both petitions after the trials.*

24. On 13 April, both of them were found guilty of ‘recklessly publishing content that
indirectly encouraged acts of terrorism by glorifying an entity that committed acts of
terrorism’; they have jointly produced and, therefore, jointly responsible for the content.
Una was sentenced to pay a fine of USD 1,500, with a suspended prison sentence of 1
year; OneAl was sentenced to pay a fine of USD 50,000. On top of all this, the High
Court of Cero prohibited Una from using any social media platform and OneAl from

offering the RMSM tool for one month.3!

25. Both applicants appealed against the decision; both appeals were dismissed on 25
April.32 On 1 May, the Constitutional Court of Cero reached the final verdict: in a split
decision — 3-2 — dismissed both petitions on the basis that restrictions imposed on the
basis that the restrictions imposed on the petitioners’ freedom of expression were
‘permissible under the law’, and it also noted that the applicants had relevant

constitutional duties too.%?

26. Una’s conviction sparked considerable debate on social media in Cero. Many users
came forward in support of Una, whereas many others called for her boycott and for her

to be ‘cancelled’. By 25 May, Una had lost 90% of her endorsement contracts and 6
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million Instagram and 2 million Facebook followers, her monthly income decreased to

USD 10,000 / month. The number of subscribers of RMSM dwindled to 200,000.3*

Universal Court of Human Rights

27. The Universal Court of Human Rights exercises exclusive jurisdiction to receive and
consider applications from persons alleging the violation of rights recognised in the

ICCPR.% Cero ratified the ICCPR without reservations in 2000.3¢

28. Una and OneAl have exhausted all domestic remedies. They filed applications before

the Universal Court of Human Rights alleging violations of Article 19 of the ICCPR.%’
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V. STATEMENT OF JURISDICTION

Cero (Respondent) have applied to the Universal Freedom of Expression Court, the special
Chamber of the Universal Court of Human Rights, hearing issues relating to the violation of

rights recognised in the Article 19 of the ICCPR.

Una and OneAl filed a petition before Cero’s Constitutional Court complaining that the State
of Cero had violated their rights under Cero’s Constitution. The Court heard their pending

petitions together and decided to dismiss both petitions.

Una and OneAl exhausted their domestic appeals.

This Honourable Court has jurisdiction as the final arbiter over all regional courts where parties

have exhausted all domestic remedies.

The Respondent request this Honourable Court to issue a judgment in accordance with relevant
international law, including the ICCPR, the UDHR, Conventions, jurisprudence developed by

relevant courts, and principles of international law.



VI. QUESTIONS PRESENTED

The questions presented, as certified by this Honourable Court, are as follows:

1. Whether the State of Cero, by convicting and sentencing Una under the Digital Safety
Act, and specifically by imposing a one-month ban on her use of social media, violated
her right to the freedom of expression recognised by Article 19 of the ICCPR.

2. Whether the State of Cero, by convicting and sentencing OneAl under the Digital Safety
Act, and specifically by imposing a one-month ban on its service, ‘RMSM’, violated its
right to the freedom of expression, including the freedom to impart information and

ideas, recognised by Article 19 of the ICCPR.



VIil. SUMMARY OF ARGUMENTS

THE STATE OF CERO, BY CONVICTING AND SENTENCING UNA UNDER THE
DIGITAL SAFETY ACT, AND SPECIFICALLY BY IMPOSING A ONE-MONTH BAN
ON HER USE OF SOCIAL MEDIA, DID NOT VIOLATE HER RIGHT TO THE

FREEDOM OF EXPRESSION RECOGNISED BY ARTICLE 19 OF THE ICCPR.

The restriction was prescribed by law as the limitations on freedom of expression were
stipulated in the Constitution, the Digital Safety Act and the ICCPR, which Cero ratified
without reservations. More than five years have passed since DSA’s adoption, therefore its
practical application is predictable. Una was able to reasonably foresee the consequences of her
actions. DSA explicitly prescribes the legal consequences of committing glorifying terrorism.
The limitations lay down clearand straightforward rules to curb the publication or
dissemination of harmful content. As DSA gives precise, unambiguous definitions, which meet
international standards. Its wording was sufficiently flexible for its application, and
purposefully employed relatively broader terms to facilitate its flexible application. Cero
conducted an effective investigation and the procedure lawfully and effectively. Una exercised
all effective judicial reviews, which shall be considered an adequate safeguard against

unfettered discretion.

The interference pursued legitimate aims under ICCPR - the protection of national security,
public order and the rights of others. Cero is involved in the Enosian conflict, as RDP obliges
Cero to supply Enos with weapons to quell the armed revolt irrupted by ELA. Therefore, the
Cerovian state-run weapon facilities became potential targets for terrorist attacks of ELA
sympathisers. Cero enjoys a wide MoA for imposing sanctions, therefore such expression was

legitimately restricted to try to mitigate the escalation of the conflict to its territory.



Furthermore, the explosion in the facility could threaten the right to life of its employees and

other people living near to the facility.

Upon examining the content, the context of the Post and the function of the person publishing
it, the interference was necessary because it corresponded to a pressing social need, was

suitable, was the least intrusive measure and was proportionate to its legitimate aims.

Una committed an offence under DSA as she glorified ELA by using the term ‘I stand in
solidarity’, and as a result, she indirectly encouraged others to commit terrorism. Una had a
significant effect not just on her many followers but potentially on anyone. As she was a public
figure and aware of the significant number of ELA sympathisers in Cero, Una had a greater
responsibility to consider the possible consequences of her Post. RMSM autogenerated the Post
based on Una’s previous social media activity. Thus Applicants are jointly responsible for it.
Una’s Post created a clear and imminent danger and clear harm as when the level of terrorist
threat remained high, the Post was capable of inciting further violence as it made the impression
that recourse to violence is a necessary measure of achieving ELA’s aims. The Post was
available on Facebook for more than an hour, during which time it was shared by many users,
reached and influenced huge audiences, including ELA sympathisers. Notably, only fifteen

hours after the publication of the Post, a terrorist attack was carried out by ELA sympathisers.

The applied sanctions were suitable for protecting legitimate aims as fine is a widely used
legitimate sanction, the suspended prison sentence was able to prevent Una from re-offending
but not deprive her of her freedom and the suspension was suitable to prevent the spread of

further dangerous content by Una which could have incited others to commit terrorism.

The imposed sanctions were necessary. Considering her high degree of influence, concomitant
with an augmented level of responsibility, and the fact that she that line in a politically sensitive

Cero, Una's grossly negligent exercise of FOE led to the necessity of the application of criminal



sanctions. The prison sentence and the suspension imposed were necessary as Una’s Post
indirectly incited others to commit such violent acts, which were able to seriously impair the

right to life of others.

The interference was proportionate as Cero struck a fair balance between Una’s FoE and the
legitimate right to protection against the activities of terrorist organisations. The Post cannot be
considered relevant to the debate of general interest. Una only jumped on a large social media
wave and she posted as a regular influencer who desired to gain a larger follower base, and not
as a political activist. She claimed that she would take legal action against OneAl, but she did
not. Meanwhile, she was aware that her inciting Post had already been shared by many
followers. Thus, Cero could not afford the risk of not sanctioning an offender who had
inconsistently not kept herself to her promise and who had deleted the Post out of fear for her
own reputation. The suspended prison sentence was at the lower end of the spectrum, thus it
was not excessive. Considering her financial position, she was not fined excessively and her
livelihood was not threatened. The suspension imposed was a social media-specific suspension
and did not constitute a general encumbrance on her FoE, thus she could practise it in other

ways.

THE STATE OF CERO, BY CONVICTING AND SENTENCING ONEAI UNDER THE
DIGITAL SAFETY ACT, AND SPECIFICALLY BY IMPOSING A ONE-MONTH BAN
ON ITS SERVICE, ‘RMSM’, DID NOT VIOLATE ITS RIGHT TO THE FREEDOM
OF EXPRESSION, INCLUDING THE FREEDOM TO IMPART INFORMATION AND

IDEAS, RECOGNISED BY ARTICLE 19 OF THE ICCPR

The interference with One AI’s right to freedom of expression was prescribed by law. The

norms envisaging the interference were accessible, and the DSA was adopted more than five



years ago. The interference was foreseeable as it had a legal basis in national law, the possible
restrictions and applicable sanctions imposed on One Al are outlined in DSA. The term
‘glorifying terrorism’ is explicitly defined, as DSA determines the types of content that
constitute incitement to terrorism. DSA gives precise, unambiguous definitions for terrorism
and glorification, which meet international standards. DSA adapts to changing circumstances,
thus using some purposefully broader terms to facilitate its flexible application. DSA outlines
the possible legal consequences of infringements, specifying the potential range of fines, and
the prescribed period for suspension. OneAl could seek legal assistance to ensure the
compliance of its tool with DSA. Cero provided adequate safeguards for OneAl as a thorough
investigation with judicial protection against arbitrary interference was conducted. Cero
provided effective and adequate domestic remedies, including hearings, trials, and appeals, and

the fact that OneAl exhausted all of them, indicates their effective availability.

The interference pursued the legitimate aims of protecting national security, public order and
the rights of others. The RDP obliged Cero to supply Enos with weapons, by which Cero
became involved in the conflict. The military infrastructure of Cero supplied both states with
weapons, thus it was vital to protect their national security. Cero therefore legitimately restricted
FOE to safeguard these by preventing the dissemination of autogenerated posts supporting
terrorism. Support for ELA could cause severe disturbances to public order. The interference
corresponded to a pressing social need. Cero has a positive obligation to protect every citizen's
life. RMSM autogenerated a Post which glorified terrorism, thereby committing an offence
which indirectly encouraged and instigated others to commit terrorist acts. Users could not turn
off the constant monitoring of their social media activity by RMSM, it could therefore
autogenerate posts which users did not intend to share on their behalf. OneAl provided no
avoidable themes to opt for. Thereby RMSM could produce content to which users had not

contributed, even posts that incite violence. OneAl had a significant impact on society and thus



had a greater responsibility to consider the possible consequences of the malfunctioning of
RMSM. The Post created a clear and imminent danger and clear harm, as the autogeneration of
the Post is deemed an indirect call to commit terrorist attacks and risk others’ lives. It was
available for more than an hour and influenced many people. The Post fuelled tensions and the

terrorist attack was committed only fifteen hours after its publication.

The imposed sanctions were suitable for protecting the legitimate aims. The financial penalty
is a widely used sanction to encourage for-profit companies to comply with DSA and avoid
future offences. Temporarily suspending RMSM was suitable for preventing the proliferation

of potentially dangerous posts.

The general suspension on RMSM for one month was necessary, as implementing a content-
specific suspension is technologically impossible. Al dissemination systems are too complex
and unpredictable for courts. RMSM autogenerates content by constantly learning from its
users’ habits. It is impossible to narrow down the suspension effectively and impose precise

control over an Al-driven tool. To validate these difficulties, the # = is not always understood

as the symbol of solidarity, and RMSM misconstrued it in the context of speech.

The interference was proportionate to the legitimate aim pursued. OneAl did not meet the
obligation to develop RMSM in compliance with DSA, as RMSM autogenerated an infringing
Post. A stricter approach should be followed concerning OneAl which carries out a professional
activity, as it can be expected to take special care in assessing risks. RMSM published the
autogenerated content directly on social media platforms, without any prior user approval, and
users could opt for switching off the labelling feature. OneAl is the author of the Post, therefore
it is liable for breaching DSA. The suspension provided a reasonable time for OneAl to
implement safeguards in RMSM to avoid further infringements. These safeguards could be the

deletion of some controversial topics, a monitoring system with human review, or the restriction



of the opt-out system of labelling. It is risky that topics can either be autogenerated or suggested
during highly sensitive times without enabling users to notice the RMSM-generated content.
Cero gave careful consideration to the violent content of the Post, the escalation of the conflict,
and the instability of the region. The Post illustrates that the algorithm does not have an adequate
safeguard to decide whether an autogenerated post constitutes an offence or what its impact on
society might be. The fine compared to the OneAl’s monthly revenue from RMSM
subscriptions cannot be considered excessive and has not threatened OneAl’s economic
foundations. The reason for unsubscriptions is likely to be that OneAl failed to develop RMSM
in compliance with the relevant legislation resulting in the autogeneration of a Post glorifying
terrorism. The suspension was tool-specific and did not constitute a general encumbrance on

OneAl’s FoE, therefore could still practise FOE without restrictions in other ways.



VIll. ARGUMENTS

ISSUE A — THE STATE OF CERO, BY CONVICTING AND SENTENCING UNA
UNDER THE DIGITAL SAFETY ACT, AND SPECIFICALLY BY IMPOSING A ONE-
MONTH BAN ON HER USE OF SOCIAL MEDIA, DID NOT VIOLATE HER RIGHT
TO THE FREEDOM OF EXPRESSION RECOGNISED BY ARTICLE 19 OF THE

ICCPR

1. FoE® constitutes one of the essential foundations of a democratic society and a basic
condition for its progress and each individual’s self-fulfilment.®® The Internet provides
an unprecedented platform for the exercise of FOE and has a key role in expressing and

rapidly disseminating opinions, thus significantly amplifying their impact on society.*°

38 International Covenant on Civil and Political Rights (adopted 16 December 1966, entered into force 23 March
1976) 999 UNTS 171 (ICCPR) art 19; Universal Declaration of Human Rights (adopted 10 December 1948 UNGA
Res 217 A(111) (UDHR) art 19; European Convention on Human Rights (adopted 4 November 1950, entered into
force 3 September 1953) 213 UNTS 1932 (ECHR) art 10; American Convention on Human Rights (adopted 22
November 1969, entered into force 18 July 1978) (ACHR) art 13; African Charter on Human and Peoples' Rights
(adopted 27 June 1981, entered into force 21 October 1986) (ACHPR) art 9.

3% Observer and Guardian v the United Kingdom App no 13585/88 (ECtHR, 26 November 1991); Jersild v
Denmark App no 15890/89 (ECtHR, 23 September 1994) [31]; Janowski v Poland App no 25716/94 (ECtHR, 21
January 1999) [30]; Nilsen and Johnsen v Norway App no 23118/93 (ECtHR, 25 November 1999) [43]; Perna v
Italy App no 48898/99 (ECtHR, 6 May 2003) [39]; Radio France and Others v France App no 53984/00 (ECtHR,
30 March 2004) [32], [59]; 4. v Turkey App no 42571/98 (ECtHR, 13 December 2005) [23].

40 Times Newspapers Ltd v the United Kingdom (Nos 1, 2) App nos 3002/03, 23676/03 (ECtHR, 10 June 2009)
[27]; Ahmet Yildirim v Turkey App no 3111/10 (ECtHR, 18 March 2013) [54]; Delfi AS v Estonia App no 64569/09
(ECtHR, 16 June 2015) [56], [84], [110]; Cengiz and Others v Turkey App nos 48226/10, 14027/11 (ECtHR, 1
March 2016) [52].



2. The exercise of FOE carries with it duties and responsibilities,** both under ICCPR and
the Constitution*? to ensure that co-existing rights are not hindered.** FoE is not an
absolute right, therefore it can be subject to certain restrictions.*

3. Accordingly, the interference with Applicants’ rights guaranteed under Article 19(2) of
ICCPR was permissible. According to the three-part cumulative test set by international
standards, the restriction was i) prescribed by law, ii) pursued legitimate aims, and iii)

was necessary and proportionate to achieve such aims.*
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)] The interference was prescribed by law

4. For interferences to be prescribed by law, acts a) must be accessible, b) reasonably
foreseeable and c¢) adequate safeguards must be available against arbitrary

interferences.*®
a) The law envisaging the interference was accessible for Una

5. Cero enacted DSA in 2018*" in accordance with its domestic legal order. The written
statute was accessible to Cerovian citizens, providing an indication adequate for the
circumstances of the legal rules applicable to a given case.*® Additionally, more than
five years have passed since DSA’s adoption,*® therefore its practical application is

transparent and predictable.

4 Klass and Others v Germany App no 5029/71 (ECtHR, 6 September 1978) [56]; Uzun v Germany App no
35623/05 (ECtHR, 2 December 2010) [72]; Girtekin and Others v Cyprus App nos 60441/13, 68206/13, 68667/13
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[11.4].
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b) The interference was reasonably foreseeable

6. Any interference must have a legal basis in national law.>® Concerning Cero’s legislative
framework, ICCPR was ratified without reservations,! and the permissible limitations
of FOE were specified in both the Constitution and DSA.>

7. Laws restricting FOE shall be sufficiently precise® enumerating exemptions, limitations
and penalties® to enable people to regulate their conduct accordingly.>® However,

foreseeability does not require absolute certainty,®® and consequences may still be
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September 2011) UN Doc CCPR/C/GC/34 [25].
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adequately foreseeable if the person concerned has to take appropriate legal advice.®’

DSA explicitly prescribes the legal consequences of finding a person guilty of glorifying
terrorism.>® The limitations lay down clear and straightforward rules to curb the
publication or dissemination of harmful contents.>®

8. DSA® clearly defines the offence committed by Una: she recklessly published content®*
that indirectly encouraged members of the public to commit an act of terrorism, namely
an explosion.®? Her liability is based on DSA,® as her Post was likely to be understood
by a reasonable person as the glorification of an entity that committed terrorist acts.%
As DSA gives precise, unambiguous definitions,®® which meets international
standards,®® Una was able to reasonably foresee the consequences of her actions.®’

9. Accordingly, the wording of DSA was precisely defined but also sufficiently flexible
for its application. While certainty is desirable, it may bring excessive rigidity and the

law must be able to keep pace with changing circumstances.® In areas affecting national
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%8 Compromis 5.

59 Compromis 5.

0 Compromis 5.

61 Compromis 28.

62 Compromis 29.

83 Compromis 5.

64 Compromis 28.

8 Compromis 7.

% UNGA ‘Measures to eliminate international terrorism’ A/RES/49/60 (adopted 17 February 1995) 2-4.

67 Rouillan v France App no 28000/19 (ECtHR, 23 September 2022) [74]-[76].

% Chauvy and Others v France App no 64915/01 (ECtHR, 29 September 2004) [43]; Lindon, Otchakovsky-
Laurens and July v France App nos 21279/02, 36448/02 (ECtHR, 22 October 2007) [41]; Anatoliy Yeremenko v



security, the foreseeable character of the law can be weaker.%® The wording of DSA,”
and the Constitution’® purposefully employed relatively broader terms to facilitate the
flexible application of the relevant provisions. Norms need to maintain a certain level
of abstraction to be able to keep up with changing circumstances.”? Many laws are
inevitably couched in terms which, to a greater or lesser extent, are vague and whose
the interpretation and application of which are questions of practice,” especially if the
subject and content of the law demands a higher level of abstraction.

10. Considering the written form and the language of DSA, the consistent application of
these concepts by national courts, Una could have reasonably foreseen that she might

incur criminal liability for her Post.

Ukraine App no 22287/08 (ECtHR, 15 December 2022) [48]; Bouton v France App no 22636/19 (ECtHR, 13
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c) Adequate safeguards were provided against arbitrary interferences

11. Cero has fulfilled its positive obligation to conduct an effective investigation,’* and the
judicial authorities conducted the procedure lawfully and effectively,”® examining the
case thoroughly. All five authorities that investigated the case acted consistently with
DSA."®

12. The Applicants' case was examined by the DRC, a board empowered to investigate
complaints of violations of DSA on social media. The DRC prepared a report and
forwarded it to the empowered CCID.”” Afterwards, Una and OneAl were found guilty
in a summary trial by the HC.”

13. The term ‘effective remedy’ must mean a remedy that is as effective as it can be,’® in

practice as well as in law.8° Una could challenge the HC’s decision before the CoA and
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the CC8! on the merits.®? Una therefore availed of all effective judicial reviews,® which
shall be considered an adequate safeguard against unfettered discretion.®*

14. Due to the terrorist attack,® the summary trial was held in accordance with DSA.® The
authorities paid special attention to every detail, which allowed for prompt and effective
decision-making, promoting legality.®’

15. Consequently, Respondent submits that, as Una was able to foresee the legal
consequences of the violation of DSA and effective remedies were granted, the

interference was prescribed by law.
i) The interference pursued legitimate aims

16. The criteria of lawfulness refers to a legal basis for any action.®® The interference
pursued legitimate aims under ICCPR,®° namely the protection of national security,

public order and the rights of others.
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17. An armed rebellion had been going on in Cero’s neighbouring state Enos for more than
a decade.® Cero is involved in this brutal conflict, as RDP obliges Cero to supply Enos
with weapons to quell the armed revolt.* Therefore, the Cerovian state-run®? weapon
facilities became potential targets for terrorist attacks by ELA sympathisers.

18. Cero enjoys a wide MoA for imposing sanctions when an indirect incitement to terrorist
violence means a serious threat to national security,®® and when the person expressing
FOE has a significant impact on the public.®* Therefore, Cero legitimately restricted such
expression by preventing the dissemination of terrorism supporting posts® to try to
mitigate the escalation of the conflict to its territory as Cero’s national security, public

order®® and prevention of disorder or crime®” were seriously threatened.
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91 Compromis 20-21.
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19. Acts of terrorism have far-reaching impacts on the exercise of all human rights.®® The
explosion in the facility could threaten the right to life®® of its employees and other
people living near to the facility.%

20. The Constitution recognises regional and international security as legitimate aims

101

aligned with national security,** safeguarding Cero's territorial integrity and citizens'

safety by preventing the dissemination of harmful posts supporting terrorism.%2
21. Consequently, Respondent submits that the interference has pursued the legitimate aims

of protecting national security, public order and the rights of others.

iii) The interference was necessary for the legitimate aims pursued

22. For an interference to be necessary, it must a) correspond to a pressing social need, b)
be suitable, c) be the least intrusive instrument and d) be proportionate to its legitimate

aims.103
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a) The interference corresponded to a pressing social need

23. Cero’s reasons for justifying a pressing social need were relevant and sufficient.!%* In
examining the justification for interference in the discourse defending terrorism, the
national authorities performed an acceptable assessment of the relevant facts.!%®

Including the review of the interference in light of the case as a whole,'% they analysed

the content and the context of the impugned statements in which they were made,% the

108 as well as the

personality and function of the person making the statements,
background to the cases submitted to it, particularly problems linked to the prevention
of terrorism.%®

24. Consequently, the interference corresponded to a pressing social need for the following

reasons.
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aa) The Post glorified terrorism

25. Cero has a positive obligation to afford general protection to society,*'? to protect the

general public from terrorism**?

and to take preventive measures to protect those whose

life is at risk from criminal acts.''? According to DSA’s definition,'** ELA committed

terrorist acts as it aimed to violently overthrow the Enosian government, intimidated the
public, and advanced a political cause.'*

26. Una committed an offence, as, under DSA, content that glorifies entities committing or
preparing terrorist acts constitutes indirect encouragement to commit or prepare these
acts.!’® The Post was a glorification of terrorism, as its wording ‘I stand in solidarity
with ELA!® is a cognate expression of praise being construed accordingly.'*’ The Post

shall be seen as an indirect call or a justification of violence, fairly construed in its

immediate or wider context.*'® Consequently, Una should have been aware that she
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glorified ELA by using this term, and by glorifying ELA she indirectly encouraged

others to commit acts of terrorism.

ab) Una had a significant impact on people, and she did not act with

sufficient care

27. Cero enjoys a wide MoA in cases where the person exercising FOE has a significant
impact on people.’® Una, ‘Cero’s Most Influential Person’ in 2022, had a significant
impact with a total of 17 million followers on Instagram and Facebook.!?® Una’s
followers often re-shared her posts.'?* Hence, Una had a significant effect not just on
her many followers but potentially on anyone.

28. By having so many followers,'??> Una must be regarded as a public figure. She has
entered the public scene,*?® is undeniably very well known to the public*?* and has a

position in society.'?® She regularly posts as a public person on political issues and is a
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vocal critic of the arms trade.'®® As she was aware of the significant number of
sympathisers with ELA’s cause in Cero,*?’ Una had a greater responsibility to consider
the possible consequences of her Post.*?®

29. RMSM autogenerated the Post based on Una’s previous posts and social media activity,
therefore it was jointly produced by them, thus Applicants are jointly responsible for
it.12° As the Post was published directly on Una’s behalf on her social media account!3®
and she adopted it as her own, she is liable for its content.*3! She did not act with
sufficient care as she consciously allowed autogenerated posts to be shared on her behalf
and opted to turn off the labelling function. Thus, her followers could not differentiate

between her own and autogenerated posts.*?

ac) The Post created clear and imminent danger

30. FOE may be restricted if the words used create a clear and imminent danger**3 and clear

harm?34 where a state has a right to prevent disturbances.'® Cero is obliged to safeguard
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fundamental rights and ensure their effective enjoyment.**® Cero had responsibilities to
take action against terrorism-supporting views,*3” because they were threats to national

security,'3®

public order, and the life, rights, and safety of its citizens.**°

31. The sensitive nature of the fight against terrorism should be taken into account.*° While
the level of terrorist threat remained high, Una’s Post conveyed a positive image of the
perpetrators of terrorist attacks.'** The content and dissemination of the Post were
capable of inciting further violence in the region, as it gave the impression that recourse
to violence is a necessary and justified measure in achieving ELA’s aims.*? Hence, Una
had provided her followers with an outlet for stirring up violence.#

32. The potential impact of the medium concerned is an important factor and the audiovisual

media often have a more immediate and powerful effect.!** International practice is
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mindful of the risk of harm posed by very quickly spreading communications on the
Internet.’*> The Post was available on Facebook for more than an hour, during which
time it was shared by many users, reached and influenced huge audiences, including
ELA sympathisers.}*® Notably, only fifteen hours after the publication of the Post, a
terrorist attack was carried out by ELA sympathisers.!#’

33. Consequently, Respondent submits that there was a pressing social need for the

interference.

b) The applied sanctions were suitable for protecting the legitimate aims

34. The ex post facto nature'*® fine is a justifiable sanction.!*® The suspended prison
sentence was appropriate to prevent Una from re-offending but not deprive her of her
freedom. These were the sanctions most likely to have a real impact on Una as they
prompted her to comply with her duties and responsibilities under FoE.*!

35. The suspension was suitable for preventing Una from spreading further dangerous

content that could have incited others to commit terrorism.
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36. Additionally, national courts should address such issues of domestic law concerning
individual criminal responsibility or to deliver guilty or not-guilty verdicts in that
regard.*®?

37. Consequently, Respondent submits that the applied sanctions were suitable for

protecting the legitimate aims pursued.

c) The interference was the least intrusive instrument

38. A state shall adopt criminal convictions compatible with FoE for media-specific
offences where human rights of others or national security concerns have been seriously
impaired.’®® Cero’s primary duty is to secure the right to life by applying effective
criminal-law provisions to deter the commission of offences against the person backed
up by law-enforcement machinery for the prevention, suppression and sanctioning of
breaches of such provisions.?>*

39. Una’s Post was suitable for indirectly inciting others to commit the terrorist attack>®

when she glorified a terrorist group that had supporters in Cero.*® At a time when the

entire society was still in shock over the Enosian conflict,®>” the impact of Una’s
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message could not be overlooked in a politically sensitive Cero,®

as it provoked
reactions that could fan the flames of violence. This temporal dimension could increase
Una’s responsibility.?®® Considering her high degree of influence, concomitant with an
augmented level of responsibility,*®® Una's grossly negligent exercise of FOE led to the
necessity of the application of criminal sanctions.

40. A prison sentence imposed is compatible with FoE, particularly where other
fundamental rights have been seriously impaired.'®* Una’s Post indirectly incited others
to commit such violent acts, which were capable of seriously impairing the right to life
of others.'®2 Additionally, it was the least intrusive instrument because it did not deprive
Una of her personal liberty but acted instead as a dissuasive tool to avoid reoffending.'%

41. The imposed suspension was during a time when public tension was high because of
the explosion and the spread of its news.'®* It was applied in such a politically unstable

period, when the security of its citizens was at stake, hence Cero could not afford to risk

that Una would further incite others to commit terrorist attacks.
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42. Considering the general'® and the specific context,'®® the application of criminal
sanctions was justified for such a life-threatening, serious offence committed during
such a hazardous period.

43. Therefore, Respondent submits that as there was no other means of achieving the same
end that would interfere less seriously with FOE®’ to prevent Una from re-offending

and thus ensure the legitimate aims, the interference was necessary.

d) The interference was proportionate

44. Proportionality requires consideration of the nature of the speech in the context of the
legitimate aim, the nature of the impact of the impugned expression, the process applied
and the sanctions imposed.t®® Cero struck a fair balance between Una’s FoE and the
legitimate right to protection against the activities of terrorist organisations.®°

45. The Post cannot be considered relevant to the debate of general interest.!’® Una is a
social media influencer famous for videos on fashion, culture, and tourist

destinations.*’* Most of her income comes from her endorsement contracts with luxury
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brands and hotels.1’? She only jumped on a large social media wave!’® when she started
to share posts about the crisis in Naut.!”* She posted as a regular influencer who desired
to gain a larger follower base, and not as a political activist.

46. Furthermore, Una deleted the Post because she received negative comments®’ and she
feared for her fame. She claimed that she would take legal action against OneAl, but
she did not.}’® Meanwhile, she was aware that her dangerous Post had already been
shared by many followers.}”” These raise serious doubts about her credibility. Thus,
Cero could not afford the risk of not sanctioning an offender who had inconsistently not
kept herself to her promise and who had not deleted the Post out of active contrition but
out of fear for her own reputation.

47. Considering the sanctions imposed, the suspended prison sentence was at the lower end
of the spectrum. It had a very short duration, only one-seventh of what could have been
maximally imposed.1”® Moreover, the prison sentence was suspended meaning that as
long as she refrains from criminal behaviour for one year, she does not need to serve
her time.1® It offers her a second chance to avoid imprisonment by demonstrating her

commitment to rehabilitation.
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48. The fine imposed was only 3% of the maximum amount.*® In view of her financial
position, she was not fined excessively and her livelihood was not under threat.*8! As
she used to earn approximately USD 200,000 / month, the sanction applied was USD
1,500, hence the penalty applied is about 0.75% of her monthly income.'82

49. The suspension imposed was a social media-specific suspension and did not constitute
a general encumbrance on her FoE, thus she could exercise it in other ways without
restrictions.

50. Una was not forced to change either her lifestyle or profession.'® Nevertheless, the
result of the domestic proceedings would compel her to act diligently*8* and fulfil her
duties and responsibilities under practising FoE.*&

51. Respondent submits that considering the nature and severity of the penalty,'® the
duration of the exclusion,*®” and the fact that Una seriously endangered the security of
her country and the lives of her fellow citizens with her recklessly shared Post, her

conviction was reasonable and proportionate.*®
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ISSUE B — THE STATE OF CERO, BY CONVICTING AND SENTENCING ONEAI
UNDER THE DIGITAL SAFETY ACT, AND SPECIFICALLY BY IMPOSING A ONE-
MONTH BAN ON ITS SERVICE, ‘RMSM’, DID NOT VIOLATE ITSRIGHT TO THE
FREEDOM OF EXPRESSION, INCLUDING THE FREEDOM TO IMPART

INFORMATION AND IDEAS, RECOGNISED BY ARTICLE 19 OF THE ICCPR

52. As emphasised before,'®® Respondent recognises the essential role of FOE in a
democratic society.'®® However, FOE is not an absolute right,'°! therefore it may be
subject to certain limitations.?

53. Al is increasingly influencing the information environment worldwide.*®
Accountability for Al-generated content is vital to balance FoE, prevent the spread of
harmful content, and protect the right to FOE while curbing misinformation online.%
Moreover, Internet companies have become central platforms for discussion, debate,

and access to information.1%
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54. Applying the three-part test, the interference was (i) prescribed by law, (ii) pursued

legitimate aims, and (iii) was necessary and proportionate to achieve those aims.

)] The interference was prescribed by law

55. Respondent submits that the interference was prescribed by law, as it a) was accessible,
b) reasonably foreseeable, and c) provided adequate safeguards against unfettered

discretion.t®’

a) The law envisaging the interference was accessible for OneAl

56. The aforementioned DSA was adopted five years ago,'® thus its application was well

anticipated.

b) The interference was reasonably foreseeable

57. First, interferences must have a legal basis in national law.'%° The liability, the possible
restrictions of FOE and the applicable sanctions imposed on OneAl are outlined in

DSA.2%0 The law provides a precise and adequate framework?®? for regulating OneAI’s
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conduct,?®? namely to align RMSM with DSA. The term ‘glorifying terrorism’ is
explicitly defined,?® as DSA determines the types of content that constitute incitement

to terrorism.?%* DSA gives precise, unambiguous definitions for terrorism and

205 206

glorification,**® which meet international standards.

58. Second, foreseeability allows some flexibility and consequences can never be foreseen

with complete certainty.?%” This is unattainable,?%®

especially in a rapidly transforming
field such as A1.2%° DSA adapts to the changing circumstances, using some purposefully
broader terms to facilitate its flexible application.?

59. Courts have flexibility to decide the exact amount of the fine and the additional

restrictions on service usage, allowing the consideration of all circumstances of the
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212

case.?!! DSA outlines the possible legal consequences of infringements,?'? specifying

the potential range of fines, and the prescribed period for suspension.?'®

60. The requirement of foreseeability is met, even if one has to take appropriate legal advice

to assess the consequences of an action.?** OneAl with a significant USD 8,000,000

215

monthly revenue from RMSM subscriptions<= could seek legal assistance to ensure the

compliance of its tool with DSA.

216

61. Consequently, OneAl could reasonably foresee=® its liability and the imposed

sanctions.
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c) Adequate safeguards were provided against arbitrary interferences

62. As stated above,?!” OneAl was guaranteed with adequate safeguards,?*® because Cero

219

conducted a thorough investigation,~*” providing judicial protection against arbitrary

interference.??°

63. The conviction of OneAl was conducted in compliance with Cero's legal system. Cero

221

provided effective??! and adequate domestic remedies,??? including hearings, trials, and

appeals,?® and the fact that OneAl exhausted all of them, indicates their effective
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availability.??* OneAl's trials upheld the right to remedy, emphasising the importance
of timely proceedings to ensure the effectiveness of sanctions that justified the tight
225

deadlines.

64. Consequently, Respondent submits that the interference was prescribed by law.

i) The interference pursued legitimate aims

65. Al poses challenges and risks in the areas of safety, security and criminal use or
attacks.??® As stated above,??’ the interference aimed to protect national security, public
order and the rights of others.??® Cero enjoys a wide MoA?? in determining the
existence of these legitimate aims.?

66. First, Cero is given latitude to determine what its national security requires.?®! By
signing the RDP, Cero was obliged to supply Enos with weapons,?3? by which Cero

became involved in the conflict. That made Cerovian state-run weapon facilities

potential targets of terrorist attacks for ELA sympathisers. The military infrastructure
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of Cero supplied both states with weapons, thus it was vital to protect their national
security, sovereignty and territorial integrity.?*® Cero therefore legitimately restricted
FOE to safeguard these by preventing the dissemination of autogenerated posts
supporting terrorism.

67. Second, support for ELA could cause severe disturbances to public order.?®* Acts
capable of fuelling additional violence and the sensitivity of the fight against terrorism
made the legitimate aim of protecting public order invocable.?®

236 could threaten the lives of its employees,?3’

68. Third, an explosion in such a facility
legitimising the invocation of the rights of others.
69. Consequently, Respondent submits that the interference aimed to protect national

security, public order and the rights of others.

iii) The interference was necessary for the legitimate aims pursued

70. Respondent submits that, upon examining the content, the context of the Post?*® and the

function of the legal person autogenerating them, the interference was necessary
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because it a) corresponded to a pressing social need, b) was suitable, ¢) was the least

intrusive instrument and d) was proportionate to its legitimate aims.?*°

a) The interference corresponded to a pressing social need

71. Cero has a positive obligation to protect every citizen's life and take appropriate steps
to safeguard those whose right to life may be at stake.?*® The security of Cero’s citizens
was threatened as OneAl committed a serious offence by its autogenerated Post that
glorified terrorism, thus indirectly encouraging®*' and instigating others to commit
terrorist acts.

72. Users could not turn off the constant monitoring of their social media activity (including
likes, shares) by RMSM.?*2 RMSM could therefore autogenerate posts based on what
was liked by the users but also those posts which users did not intend to be shared on
their behalf. Although users could choose themes in their preferences, OneAl provided
no opportunity for them to choose themes on which they wanted to avoid posting. In
this way, the software could produce content to which users had not contributed, even

posts that incite violence.
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73. When a person expressing FOE has a huge impact, Cero enjoys wide MoA.?*® OneAl

has a significant impact on society. RMSM had approximately 800,000 subscribers,?4

245 and other

including Una, with a total of approximately 17 million followers
celebrities and social media influencers whose revenues depend on continuous content
production.?*® On this basis, as OneAl could influence and determine millions of
people’s behaviour, it had a greater responsibility to consider the possible consequences
of the malfunctioning of RMSM.#

74. The Post has created a clear and imminent danger and clear harm,?*® as the Post was
available for more than an hour,?*° during which period it reached and influenced many
people, including ELA sympathisers. As a result of the content, ELA sympathisers could
have been greatly encouraged.?>® The dangerousness of the Post is demonstrated by the
fact that it may have fuelled the terrorist attack which was committed by ELA
sympathisers only fifteen hours after its publication.?®! As such, the autogeneration of

terrorism-glorifying posts supporting violent organisations are deemed indirect calls®?

to commit terrorist attacks and risk others’ lives.
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75. Therefore, Respondent submits that the interference corresponded to a pressing social

need.

b) The applied sanctions were suitable for protecting the legitimate aims

76. On the one hand, financial penalties are justifiable?>®and are one of the most appropriate
types of sanction to encourage for-profit companies to comply with DSA and avoid
future offences.?®

77. On the other hand, temporarily suspending RMSM was suitable for preventing the
proliferation of potentially dangerous terrorism-related posts. Temporary suspensions
are widespread methods to prevent the spread of harmful posts on social media.?>®

78. Consequently, Respondent submits that the imposed sanctions were suitable for

pursuing Cero’s legitimate aims.

c) The interference was the least intrusive instrument

79. Considering the content of the Post,>® the circumstances in which it was published?®’
and the function of OneAl as a legal person, the imposed criminal sanctions were

necessary.
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80. The general suspension on RMSM for one month was the least intrusive instrument, as
implementing a full-scale, content-specific suspension of Al-powered tools in such a
short period is technologically impossible.?® The expertise of courts falls short of
prescribing a content-specific suspension through rewriting algorithms.?® Al
dissemination systems are too complex and unpredictable for courts, especially when
they learn from a wide range of user inputs, as does RMSM.

81. With algorithms like RMSM’s, there is always tremendous uncertainty because they are
continuously changing, as RMSM autogenerates content by constantly learning from its
users’ habits,?®° including the user’s engagement (i.e. clicking links), reposts, comments
and likes with respect to the posts of other users.?®! It is impossible to narrow down the

262

suspension effectively<®< and impose precise control over an Al-driven tool due to its

evolving nature.
82. To validate the previously mentioned difficulties, the # it not always understood as

the symbol of solidarity, and RMSM misconstrued it in the context of speech.?5
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83. Consequently, Respondent submits that there were no alternative measures available to
pursue the legitimate aims in question that would have been less restrictive and yet

equally effective.?64

d) The interference was proportionate

84. In order to determine the proportionality of a general measure, underlying legislative
choices must primarily be assessed.?%® The nature, duration and severity of the penalty
imposed have to be considered.?%® National security concerns could provide a more
extensive authorisation to intervene in FOE.?®

85. OneAl has an obligation to develop RMSM in compliance with DSA, because it
provides RMSM to 800,000 users, many of whom are Cerovians and its headquarter is
in Cero.?%® However, OneAl did not meet this obligation, as the RMSM autogenerated
an infringing Post.?%®

86. A stricter approach should therefore be followed concerning people carrying out a
professional activity, such as OneAl, as they can be expected to take special care in

assessing the risks.?” It is needed for them to show evidence that they have fully
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complied with community standards of social media platforms, as declared in their
TOS.271

87. RMSM published the autogenerated content directly on social media platforms, without
any prior user approval,’? and the users could opt for switching off the labelling
feature.?”® Consequently, OneAl is the author of the Post, as it was autogenerated by
RMSM, therefore it is liable for breaching DSA.?"

88. A one-month period of suspension is a reasonable time for OneAl to implement
safeguards in RMSM to avoid further infringements. Those needed safeguards could be
the deletion of some controversial topics, a monitoring system with human review,?”
or to make the restriction of the opt-out system of labelling impossible to content that
could pose a threat to national security, public order and the rights of others. It is also
risky that topics can either be autogenerated or suggested during highly sensitive times
without enabling users to notice the RMSM-generated content.

89. Stricter actions are justified when unlawful speech can be disseminated worldwide
through — even Al-empowered — social media tools unprecedentedly in a matter of
seconds and will remain persistently available.?’® Cero gave careful consideration to the

violent content of the Post, the escalation of the conflict, and the instability of the
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region®’’ because of the armed rebellion in its neighbour.2’® Given the severe turmoil in

Enos and the social media wave in Cero at the time of the Post, an already fragile

situation could worsen. The Post illustrates that the algorithm does not have an adequate

safeguard to decide whether or not an autogenerated post constitutes an offence or what

the disseminated content’s impact on society might be.?’®

90. The commercial basis of OneAl must be considered when assessing the proportionality
of the fine.?®® Considering that OneAI’s monthly revenue from RMSM subscriptions
was about USD 8,000,000,%8* the USD 50,000 fine is a mere 0.6% of that.?8? It therefore
cannot be considered excessive and it has not threatened OneAl’s economic
existence. 8

91. Even though some users decided to withdraw their subscription from RMSM, there is
no evidence that these unsubscribes are directly linked to the imposed sanctions. The
reason for unsubscriptions is likely to be that OneAl failed to develop RMSM in

compliance with the relevant legislation resulting in the autogeneration of a post

glorifying terrorism.
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92. The suspension was tool-specific and did not constitute a general encumbrance on
OneAl’s FoE as RMSM is only one of its means to exercise its FOE.?®* OneAl could
still practise FOE without restrictions in other ways.

93. Consequently, Respondent submits that considering all emerging aspects during the

imposition of the sanctions, the interference was proportionate to its legitimate aims.
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IX. PRAYER FOR RELIEF

In the light of arguments advanced and authorities cited, Respondent respectfully requests this

Honourable Court to adjudge and declare that:

1. The State of Cero, by convicting and sentencing Una under the Digital Safety
Act, and specifically by imposing a one-month ban on her use of social media,
did not violate her right to the freedom of expression recognised by Article 19
of the ICCPR.

2. The State of Cero, by convicting and sentencing OneAl under the Digital Safety
Act, and specifically by imposing a one-month ban on its service, RMSM, did
not violate its right to the freedom of expression, including the freedom to impart

information and ideas, recognised by Article 19 of the ICCPR.

On behalf of Cero
101R

Counsels for Respondent



